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Abstract.  This paper preserts a practical implementation of a fault

attack implemented on a Silvercard (a freely available smart card based
on a PIC16F877 produced by Micro chip). The aim of the fault attack
is to e ectiv ely reduce the number of rounds of a secret key algorithm.

The simplest caseof reducing the number of rounds to one was chosen
to facilitate subsequen cryptanalysis.

The fault injection method usedis a glitch on the power supplied to the
smart card. The manner in which this changesthe functioning of the
smart card is described, followed by how this e ect can then be usedto
produce the desired result. A description of how this was applied to an
AES implementation is given. Lastly, Various generic countermeasures
are discussedto show how this type of attack can be prevented.

1 Intro duction

Secretkey cryptographic algorithms such as DES and AES are basedon a func-
tion that is computed iterativ ely as a seriesof rounds to provide a high level
of security. This function is referred to as the round function. In [2] the idea
was put forward to implement a fault attack that would e ectiv ely reduce the
number of rounds of a secretkey cryptographic algorithm to enablethe key to
be derived.

In this paper an attack on AES is demonstrated which e ectiv ely reducesthe
number of rounds of an AES to one. The cryptanalysis of the resulting algorithm
is simple and only requirestwo plaintext/ciphertexts pairs.

The method usedto characterisethe fault injection technique and then how
sudh an attack can be achieved in practice. A transient glitch is usedthat pro-
ducesa provisional fault within the chip. The actual e ect of the fault within
the chip cannot be described accurately without reverse engineeringthe chip,
but somehypothesesare proposedasto what impact the fault may have.



It should be noted that the Silvercard contains no sensorghat test the smart
cards ervironment. This is a standard feature of all modern smart cards and
are designedto thwart fault attacks such asthat preseried in this paper. The
researtr was more oriented towards the possible e ects of fault injection and
fault analysisrather than the possiblee ects on actual smart cards.

The AES algorithm implementation usedis a naive one, in the sensethat
no countermeasuresare presern against any sort of attack. The implementation
will be vulnerable to power analysis and other forms of fault attacks. The aim
being to show that precisefaults can be induced within a chip that can lead to
theoretically simple attacks.

2 Fault Injection

There are various di erent ways in which a fault can be induced in a microcon-
troller. These include methods such as a particle accelerator[3], a laser [8] or
light [10]. Thesetypesof fault injection needthe chip to be decapsulatedso that
the surface of the chip can be accessedA simpler method of fault injection is
to insert a glitch on the power supply pin, sothat the processormisinterprets
an instruction or a variable. A description of the di erent typesof glitchesthat
can be applicable to a microcortroller can be found in [1].

Figure 1 represens a SPICE (a general-purposecircuit simulation program
[12]) simulation of an inverter's responseto a transient variation on the power
supply voltage. The goalis to give an exampleof a glitch's e ect on the chip. An
inverter was chosenas this is the basic building block from which logical gates
can be created.

When the inverter output is set to 0 the glitch has no noticeable e ect.
Howewer, when the output is switched to 1 the glitch changesthe output value
quite considerably This shavsthat a glitch will producean e ect within the chip
but unfortunately we cannot predict exactly what this will be. Similar e ects
can be produced using a laser [6].

In orderto nd aglitch that would have this type of impact on a smart card,
an implementation of AES was used as a way of detecting a glitch. Numerous
di erent glitch con gurations were applied to AES, with no e ort madeto pro-
duce any particular e ect. Every time an erroneousresult was produced, the
con guration that producedthat result was recorded.

The external clock speed was varied between 1 MHz and 5 MHz in steps
of 1 MHz. The size of the glitch varied between 1 clock cycle and 10 clock
cyclesin stepsof 1 clock cycle. The applied voltage started at 3 volts and was
incremerted in steps of 0:5 volts to 5 volts. All the possible combinations of
thesethree parametersweretested at 200di erent positions in the computation
of an AES. The voltage applied during the glitch was determined by dichotomy
by nding the voltage limit at which the smart card did not respond correctly.
The boundaries set for the dichotomy were between 0:25 volts and the voltage
applied during the normal functioning of the smart card.



VVoltage [V]
s RS [d¥] N @]
5 5 555

0.0

-1.0 . . . :
0.0n 20.0n 40.0n 60.0n 80.0n 100.0r

Time [sec]

VVoltage [V]
[av w o on
° 5 5. 5

—
(@]
|

i

.0 T T T T
0.0n 20.0n 40.0n 60.0n 80.0n 100.0r
Time [sec]

[w]

Fig. 1. The upper image shows the responseof the inverter to a glitch when its output
should be 0. The lower image shows the responsewhen the output should be 1. In each
case, a glitch has been applied to the supply voltage of the inverter. The e ect can
clearly be seenin the lower image.



The corrupt responseswere usedto determine the dierent glitch con gu-
rations that succeededn inducing a fault. Various di erent con gurations that
worked with an external clock setto 5 MHz. The smallestglitch sizethat created
afault waschosento give asmuch precisionaspossiblewhen an attempt is made
to usethis in a fault attack. In this implementation this wasoneclock cycle. The
voltage applied to the card was chosenarbitrarily amongstthose con gurations
that worked. The voltage level of the glitch itself was not deemedto have any
importance, as it was assumedto be variable given the chip's behaviour would
changeasit heatsup. This processtook approximately 24 hours.

3 The Fault Target

The model usedto try and imagine the e ect of a fault during the execution of
AES wasthat of a fault producing a changein the code executed, as described
in [1]. For this reasonthe code executed was examined to determine where a
fault could be injected.

In general,the implementation of a secretkey cryptographic algorithm in the
PIC assenbly languagewill have the following format.

moviw OAh
movwf RoundCounter
RoundLabel

call RoundFunction

decfsz RoundCounter
goto RoundLabel

The RAM variable (RoundCounte)) is setto the number of rounds required,
which for the example that is described in this paper (AES) the value loaded
into the courter is OA in hexadecimal.The round function is executed,which has
beenrepresetted by a call to the function RoundFunction. The RoundCounter
variable is then decremerted, and the round is repeated until RoundCounteris
equalto zero, at which point the loop exits. It is this loop that we are trying to
changesothat it exits earlier than expected.

The target of the fault is the decfsz step, which consistsof a decremen, a
test, followed by a conditional jump. The conditional jump is presen asjump
of one instruction when the test is positive; otherwise the next instruction is
executed. The aim of the attack is to reducethe algorithm to oneround. It is
not possibleto removethe rst round ertirely asthe rst conditional test is after
the rst round. The instruction can be broken down into three dierent tasks,
the rst being the decremenation:

Decrement task:
RoundCounter <= RoundCounter - 1



There are three tasks that are necessarywhen a variable in RAM is decre-
mented by 1. All three of thesetasks represen a potential point for a fault to
arise. They are:

1. The transfer of the RAM variable contents to the internal processoraccu-
mulator.

2. Decremenation of the internal processoraccumnulator.

3. Transfer of the contents of the internal processoraccurrulator to RAM.

After the RoundCountervariable is updated its content is tested to seeit is
equal to zero.

Testing task:
If (RoundCounter == 0)
Status <=1
Else
Status <=0

An injected fault could potentially have an e ect during two di erent phases
of this task execution:

1. The Register corntent test.
2. The changeto the status value.

Following the status of the test the program counter (PG will take one of
two di erent values.

Jump task:
If (Status == 1)
PC<= PC1
Else
PC<= PC2

If the Status variable is equalto 1, the hardware setsthe program courter
to PC1 Otherwise it setsthe program courter to PC2 In the caseof the decfsz
commandPC1will be equalto the program counter plus two and PC2will be the
program counter plus one. This givestwo casesthat could be potential targets
for a fault attack.

1. The Status value test.
2. The modi cation to the value of PC

In the caseof the PIC16F877 chip, this instruction executesin one clock
cycle when the test is negative, and two when the following instruction is not
executed. The next instruction is a goto that will changethe program courter
so that the round function is executed again, which takes two clock cyclesto
execute. This meansthat the target for the attack is three cycleslong, where
the rst two tasks are presen in the decfsz step and the last is in the goto.



4 Reducing the number of rounds

Oncethe target of the fault has beendetermined, this target needsto be found
within the command that executesthe algorithm under attack. The execution
of the code described above can be easily detected by monitoring the current
consumption of a smart card as the round function will create a pattern that
will repeat itself. Figure 2 givesthe example of the current consumption during
a command that implements AES. A pattern that repeats itself nine times is
visible, with a tenth pattern that is slightly shorter due to the absenceof the
MixColumn function.

Fig. 2. A current consumption waveform that shows the rounds of AES visible as a
repeating pattern.

This cangive an approximate position of wherethe target opcode is executed.
The more e ort that is put into this stage,the quicker the attack can proceed.If
the functions within the round function canbeidenti ed, the amount of positions
that needto be tried to get the desiredresults can be reduced. There is a lower
limit to the amourt of positions that will needto be tested asthe test that will
exit the loop could be placed either before or after the MixColumn function.

The simplest casewas taken by applying a glitch at what appearsto be the
middle of the rst round, and incremerting the glitch position in steps of one
clock cycleto the middle of the secondround. This took approximately 48 hours
of testing to scan9000di erent positions. The sameparametersaschosenduring
the characterization stagewere chosenand the voltage applied during the glitch
varying in the sameway. This produced v e di erent positions where AES had
beenreducedto oneround in the fashionthat was expected.

If an open card is available where it is possibleto changethe key used, the
desiredoutput canbe searded for within the data acquired. This will showv when
the algorithm has beenreducedto oneround.

If an open card is not available, the 1/0 channel needsto be acquired eat
time the glitch is applied. This can be usedto signal when the attack has been
successfulas the time in betweenthe command and the responsewill shorten
as 9 rounds of AES have beenremoved. An example of this is shavn in gure 3



where the shortening of the command can be seenin the /0O and is con rmed

by the current consumption. This shortening of the commandtime is only signif-
icant when the status returned by the card implies that everything hasexecuted
correctly and sixteen bytes have beenreturned. Otherwise it could be confused
with a warm reset provoked by an overly aggressie glitch.

Once a position has been found this can be attacked seweral times with
di erent plaintexts to acquire the data neededto derive AES key being usedin
the card under attack.

The v e dierent positions where a glitch had previously worked were at-
tacked with three di erent massagesThe data that had beenacquired during
the characterisation stage did not appear to give the sameresult with a given
glitch con guration. For this reasonthe voltage level to which the glitch dropped
was varied in the samefashion as usedduring the characterisation phase. This
resulted in 150di erent attempts to reduce AES to oneround. All the data re-
turned with the corresponding messagenere kept for subsequen interpretation.

5 Interpreting the Results

An AES that has beenreducedto oneround will consistof the following func-
tions:

AddRoundKey();
ShiftRows();
SubBytes();
MixColumns();
AddRoundKey();

The AddRoundKey function is a xor with the relevant subkey, the ShiftRows
is a Bytewise permutation, the ByteSub function is a non-linear transformation
normally expressedasa substitution table and the MixColumn is a linear trans-
formation in GF (8). Thesefunctions are described in [11]. As stated before, the
MixColumn function is not necessarilypresert depending on the implementa-
tion.

If we present two plaintexts (m; and my) to this algorithm to produce two
corrupt ciphertexts (c; and c). If the rst subkey is referred to ask, then the
data acquired can be comparedin the following fashion:

SubBytes(m; k) SubBytes(m, k)= MixColumn (c; ) (1)

The ShiftRow function is not taken into account asit is a bytewise permuta-
tion. The last AddRoundKey is ignored asthe e ect of this function is removed
by xoring the two corrupt ciphertexts together.

The right hand side of the equation expresseshe Hamming distance between
AES calculations after the SubByte function. As m; and m, are known this



Fig. 3. The acquisitions from top to bottom: The I/O trace of a normal AES execution
and its current consumption, where the rounds can be seen.Followed by the 1/0 trace
of an AES execution where the number of rounds have been reduced to one and the
current consumption showing the reduction in the number of rounds.



equation can be evaluated for eac byte with all the possiblevaluesof the rst
subkey that is xored with that byte.

With two ciphertexts this will usually lead to two di erent hypothesesfor
ead byte of the rst subkey. There is no calculation involved in the generation
of the rst subkey so these hypothesesapply directly to the key. This can be
seenby calculating a table of di erentials asusedin [4] for the DES. This leads
to an exhaustive seard of 216 possiblekeys, as:

(Non zerodi erentials) 16

#(Non zerodi erentials)

If three ciphertexts are available then the number of keysthat are included
in an exhaustive seart are much reduced. This is becausethree di erent com-
parisons can be made using the formula described above. Each one providing
approximately two di erent hypothesesfor ead byte on the key.

In practice, the data acquiredis likely to be noisy asthere will be somefaults
that will producea corrupt ciphertext and changethe I/O but will not have the
desired properties. For this reasonit is best to compare eat ciphertext that
comesfrom a commandthat returned 16 bytes that are not equalto the correct
ciphertext with all the othersthat ful Il the samecriteria. Otherwise the analysis
could be made impossibleful Is the required criteria with all of the others so
that the analysisis not made impossible.

This doesnot slow down the attack asif one of the two, or both, ciphertexts
does not have the required properties the calculated hamming distance will be
meaninglessasderiving a list of hypotheseswill not be possible.The probability
that random data will produce at least one hypothesisfor every byte of the key
is:

= 2% )

#(Non zerodi eren tials) 16

256

Evenwith alarge amount of acquired data the time neededto seardt for the
key remains reasonable.

From the 150 glitch attempts made against the Silvercard a pair of results
that producedwas found almost instantly using this method.

=314 10° (3)

6 Other Algorithms

The attack preseried in this paper can be directly applied to other secretkey
algorithms. The main di erence is in the manner in which the data acquired
is exploited. In the caseof the DES, hypotheseson the key can be derived by
inspection due to the structure of the Feistel network. This will give a keyspace
of 224 to be searded from one corrupt ciphertext. This can be further reduced
by examining other corrupt ciphertexts to derive the rst subkey. Reducing
subsequeh DES executionsto two rounds can give direct information on the 8
bits not preser in the rst subkey. As stated in [2] this can provide a method
of attacking the DES without knowledge of the plaintexts.



7 Countermeasures

Software countermeasureswould include having someform of redundancy with
the register referred to RoundCounter above. This would involve having two
tests at the end of ead round. In the example presered, a glitch of one clock
cyclewasusedto provide asmuch precisionaspossible.lt is perfectly possibleto
nd a glitch that lasts for seweral cyclesthat will induce a fault. A large enough
glitch could potentially e ect both tests if they are made one after the other.
There is alsothe possibility of using multiple glitches,onefor ead test, but it is
unlikely to be practical. The e ectiv enessof this attack relies on being able to
detect that the attack has beensuccessfuby observingthe 1/O trace. There is
no simple way of detecting when one glitch has succeededn changing one test
beforetrying to position the secondglitch on the secondtest.

Another method would be to repeat all, or part, of the algorithm in such a
way that any reduction in the number of rounds could be detected. This can
have a large impact on the performanceof the algorithm if the whole algorithm
is repeated.

A genericcourtermeasureis the inclusion of a random delay beforethe algo-
rithm sothat it isdicult to nd the correct position to attack. This will not
stop an attack but will make it more di cult to achieve. If the sameprocedure
asdescribed in this paper was applied to a smart card with a random delay, the
rst results would probably be discouraginguntil the random delay was noticed.
Once the random delay has been assessedit would be possibleto design the
attack sothat the random e ects could be ignored, although this would greatly
increasethe time required to realize the attack.

However, these countermeasuresare more to prevert this particular attack.
All modern microcortrollers usedin smart cards have sensorsdesignedto detect
this sort of attack. It is rare to nd a smart card that is vulnerable to this
method of fault injection. The normal response of a smart card is either to
becomemute or to resetitself. Whilst the software countermeasuresmerntioned
above can defendagainst the attack described above, hardware countermeasures
are required to have a secureimplemertation. The only advantage of including
the software countermeasuress that they will alsoprotect the smart card against
other forms of fault injection, which may be able to produce a similar e ect.

8 Conclusion

A generic attack against secret key algorithms in smart cards and its imple-
merntation has beendescribed. It should be noted that the AES implementation
studied was a naive implementation to show the potential of theoretically simple
fault attacks.

The described attack will only work against implementations that are im-
plemenrted as shown above. It is possibleto implement algorithms so that eadh
round is called independertly i.e.



call RoundFunction
call RoundFunction
call RoundFunction

This sort or implementation will not be e ected by the fault attack described
above, and could even be consideredan e ectiv e countermeasure. However, it
should be possibleto remove one round from the algorithm. This will reverse
the situation asit will then be possibleto derive hypotheseson the last subkey
rather than the rst. This is becauseit will be possibleto compare the e ect
of the last round on the calculation by comparing the actual ciphertext with a
ciphertext that has a missing round.

The software countermeasuresdescribed can be implemented fairly easily
but only defend against the attack described. It would still be possibleto do
other things with the fault injection method usedagainst AES, which could still
compromisethe security of the smart card.

Some examplesof other fault attacks that have beenimplemented against
AES include [7], [5], and [9]. These attacks do not really compare well with
the attack described above, as they exploit the mathematical properties of the
algorithm itself. The advantage of these attacks is that lesscortrol is required
over where the fault is produced, but a more complex mathematical treatment
is necessary

The attack described in this paper requires a high degreeof cortrol with
regard to where the fault takesplace but relatively little calculation is required
after acquiring the desired corrupt ciphertexts.
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