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Abstract.  From von Solms and Naccade's standpoint, constructing a
practical and secure e-money system implies a proper regulation of its
privacy level. Furthermore, when the system bene ts from a widely con-
nected communication network, tuning precisely this control for achiev-
ing e ciency without endangering security is a hard task. In order to
solve this specic problem, we propose an e-cash scheme based on the
usage of provably secure primitiv es, where trustee quora are in charge
of privacy control. Moreover, Trusteesremain o -line throughout the e-
coin's life to reduce the communication ow and improve the resulting
scheme performance.

1 Intro duction

Reading the end of the twentieth certury, our scciety is deeplyengagedn a vast
technologic revolution. The huge growth of digital communications and mobile
technologiesre ects this transformation, a paper-basedsociety changing to an
electronic media world. The introduction of public-key cryptography [9] opened
the door for capital additions to this construction of a technological-oriented
saciety. Digital signature [22,12,24] is obviously one of the most signi cant ex-
amplesof this major contribution.

Electronic cash,originally basedon a variation of the digital signature para-
digm, blind signatures[7], is a practical aspect of the continuous mutation we
are living now. The core idea is to mimic metal coins, by delivering electronic
coinsthat userscould also spend anonymously. Another important goal consists
in avoiding calling the bank at payment time to prevent double-spending. In
Chaum's original proposal, the bank had to ched every deposited coin against
the list of spernt coins. Shop's guarantee that a coin received is a valid coin
therefore required the bank to support a real-time payment architecture, at a
huge investmert costin terms of computation and communication capacities.
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Chaum, Fiat and Naor [8] proposedto add detection mechanismsto solve
this particular issue. They introduce the rst o-line electronic cash scheme,
basedon zero-knowledge proofs and cut-and-choosetechniques. Hence,the rst
practical electronic cashsystem[8] would provide privacy and security, but at a
huge computational cost.

Nevertheless, digital age is not the perfect age and as digital technologies
were growing on, Evil found its path through a new mutation: digital crime.
Thus, anonymity granted by blind signatures could lead to various criminal ac-
tivities [26,2,4]. Considering potential attacks from large-scalecriminal organi-
zations, intro ducing the conceptof revocability is a natural approac. Basically,
the ideais to give the control of all privacy issuesto a trusted ertit y, being any
combination of dierent parties such as judges, users' assaiations or govern-
mental represerativ es.

Related work: Escrowed cashintroduced in [2] as schemes[5] basedon the fair
blind signature primitiv e [4] give a good a vor of the concept but required the
presenceof Trustee during withdrawals thereby decreasingdrastically overall
performance of the scheme. A new model [13], solving the bank robbery attack
by implementing a secretchannel betweenthe bank and the trustee and intro-
ducing the conceptof challengesemariic, leadsto reconsidersecurity, scalability
and exibilit y topics of revocable e-cashschemes.A very interesting technique
basedon a modi cation of DSS [14] proposeda distributed architecture for the
trustees; this paper mainly concerrate on the protocol aspect as a basic block
for scheme construction. The attack model and the impact on security are an-
alyzed in [15]. Recent works introduce the rst revocable o -line (with respect
to the Trustees) e-cashschemes,basedon proofs of knowledge and equality of
discrete logarithms [3] or on indirect discourseproofs [11]. In this setting, the
ideais to reducethe communication burden while preventing most of the possi-
ble attacks. Trusteesnever participate in protocolsrelated to the normal usage
of coins: they are only involved in tracing operations.

Our solution is smart-card oriented, taking into accourt the main advances
in this eld, namely the possibility to achieve public-key operations e cien tly.
We also wanted to emphasizethe impact of the network structure in terms of
communication and security; using only provably secureprimitiv esis evertually
a new cortribution to the promotion of prudently designede-cashschemes.

Achievements: In this paper, we extend [17] introducing revocability over a
distributed communication network, i.e. where trustees are distributed over a
network as Internet. Such a structure provides both high resistanceto attacks
and faults aswell asvarious trade-o s in terms of computation, communication
cost and memory requiremerts. Our main concernis to focus on the user's side
and limit its technical requiremerts, speci cally computational and communica-
tion requiremerts. The secondobjective wasto reducethe level of trust implied
by [17]while respecting our primary purpose.We concerrate therefore on the
network topology and security aspects, investigating seweral solutions. In partic-



Distributed Trustees and Revocability: a Framework for Internet Payment 3

ular, the primitiv es[23,24,21] consideredin our scheme are provably securein
order to enhancesecurity analysis.

The main principles are:

1. Usageof Pseudoryms [6]: usersare able to communicate anonymously with
Trusteesand Payees.Using [17] techniques, Pseudoryms (in short Ps) are
derived from public userIDs | only a Trustee (in short TTP) subsetknows
the link betweenl| and Ps. Furthermore, those pseudoryms o er the pos-
sibility to exchange coins (received from other users) and have the bank
refresh coins (when validity date expires) without revealing any user ID-
related. Obviously, by revealing a couple (I, Ps), Trusteesenable payment
tracing.

2. Combined certi cation of Ps (by TTP) and e-coins(by the bank): suc a
double certi cation enablesTTPs to remain o -line during all coins-life re-
lated actions: withdrawal, payment, deposit, transfer and refreshmen. TTPs
interact with usersonly at the accourt opening stage'.

3. Distribution of the Trustees:a collaboration of k trusteesis required for any
operation related to Ps certi cation. Privacy control is ruled by a quorum
of trustees and as long as k trustees remain honest, user and transaction
tracings are possible. Finally, the presenceof any subset of k trustees is
required to prove that a coin is related to a transaction, giving honestusers
an additiv e protection against a malewolent trustee.

2 Comm unication Mo dels

Di erent constructions are possible(see gure 1):

1-to-k structure Main Trustee Structure

Fig. 1. Communication Model

{ Basic1-to-k Structure: a usercontacts all trusteesand engagegroto colswith
them; a clear bottleneck of this solution is the transmissionrate betweenthe
userand TTPs, sincewe can assumethat the user'scommunication routines

! which is not the casein [3] and [11] schemeswhere Trustees collaboration is only
required in caseof disputes or overspending detection
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run on low-cost devices.On the other hand, user'scortrol is simpli ed since
he initiates all communications.

{ Main Trustee Structure: a user initiates communication with a trustee T;
(chosenat random among the k trustees) and delegatesall the other tasks
to Ti. In this setting, T; is usedas a gate to the global network of trustees;
communication speedis thereforeimproved due to the usageof T; fast trans-
mission facilities.

3 The Basic Scheme

3.1 Primitiv es

The proposedschemeusesvarious primitiv esfor authentication of users,issuing
and veri cation of credertials, signature of transaction transcripts and encryp-
tion of privacy related information. These basic blocks are (where p and q are
large prime integerssud that qjp 1, and g is an elemen of Z,, of order 0):

1. User'sIdenti cation (protocol initiation): Schnorr identi cation scheme[23]
whose security has been proven to be equivalert to the discrete logarithm
problem (even against active attacks [25]);

-

k2Rr Zq, r = g€ mod p

€ e2r Zq

t=k esmodq t rz?gtPemodp
DL(g; P) = (r;e;t)

DL(g; P) provesto B that A knows s such that P = g° mod p.

2. Signature (transaction and | certi cation) { Signature the signature [24] de-
rived from Sdcnorr's identi cation protocol. An existertial forgery under an
adaptativ e attack is equivalent to solving the underlying discrete logarithm
problem [20];

3. Veri able Secret Sharing (distributed trustees): let s be a secretkey and
P = g°® mod p the assaiated public key. We want to distribute s amongn
participants in such a way that only a collusion of k of them might retreive,
or at least use,s. Let Q be a random polynomial of degreek 1 over Z4
such that Q(0) = s: Q(x) = ax 1xK '+ :::;a1x + s. The secrets can then
be sharedamongthe n participants secretly distributing s; = Q(i) to the i

Y .
Lej(x) = 'I—X sothat Lg; (i) = 0(8i 2 Enfjg) and Lgy (j) = 1:
i2Enfjg

X X
Q(x) = SiLe;j(x); and sos = (E;j)s; where (E;j) = Lg;(0):
i2E i2E
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Furthermore, ead participant can verify that his shareis correctly related
to P; = g¥ mod p, and that the secret can be properly rebuilt from the
shares: % % _
P = gS= (gsj) (Ei) = Pj (E3j) mod p:
i2E j2E
Then VSYS) = (S1;:::;Sn).

. Distributed Computation (Ps computation) { Dist-Comp let us denote by
X andsj, for j = 1;:::;n, respectively, the secretkey and sharesVSYX).
Let E be asubsetof k trusteeswho want to secretlycomputeJ = 1 X mod p.
By broadcasting their sharesJ; = 15 mod p they get:

Yo ED -
J= 3" mod p= Dist-ComgX;1):

. SharedSignatures(P's certi cation): let usdenoteby X, Y = g* mod p and
sj, for j = 1;:::;n, respectively, the secretkey, the public key and shares
VSYX). Let E beasubsetofk trustees. They eat choosea random element
ki 2r Zq and broadcastr; = g“ mod p and all compute:

Y

r= r:

. ) X
J(Eyl):g ki (E3) = ¢g* mod p; wherek = k; (E;j) mod g

They can compute the challengee = H (m; r), wherem is the messageo be
signed. Then they compute their part of the signatlgre:tj = kj es mod q.
The signature of m is the triple (r;e;t) wheret = (E;j)t; mod q:

Y . . Y . Y .
gye = g Edtge (Eisi = g Eit+es) = g Bk = r modp:

This protocol Sh-SigX ; m) provides a Schnorr signature (r; e;t) in suc a
way that no participant learns anything about others participants' secrets.

. Blind Signature (coin certi cation) { BI-Sig: the Okamoto-Sdnorr blind
scheme [18,21]. If the secretkey is denoted by S = (x;z) and the public
oneby P = y = gfg5 mod p, the signature the user getsis a tuple ("; ; )
such that " = H(g, 0,y ; m), where m is the messageto be blindly signed.
This protocol o ers a hice property for e-cashschemeconstruction: one-more
forgery (i.e. generating one more signature) is infeasible;

. Encryption (private channel between bank and users){ Cipher EI Gamal
encryption scheme [12] which security is equivalent to the Die-Hellman
problem, proven [9] equivalent in almost all casesto the discrete logarithm
problem [16].

. Shared Proof of Equality of Discrete Logarithms (privacy revocation) {
SEgDU(;J;0;Y): The n trusteessharea secretX into s; (for j = 1;:::;n)
as described above and Y = g* mod p. The user possesses secret key s
and | = g® mod p. Furthermore, J = YS = 1X mod p. The trustees want
to prove that log, J = log, Y. In order to achieve this goal, they randomly
choose a secretk; 2 %5 broadcast u; —d ki 'mod p and v; = g¢ mod p.

They cancomputeu =~ u; (E9) and v = (E 1) aswell asthe challenge
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e= H(u;ry). Then, they broadcastt; = k; es mod g. Finally, if we com-
putet= t; (E;j) mod q, it satis es

u=1'J®mod pandv=gVYemod p:

The triple SEqDL(;J;0;Y) = (u;v;t) provides a proof of equality of the
discrete logarithms log, J = log, Y, without revealing anything.

3.2 Proto cols

In this section, the dierent protocols involved in the scheme are preserted:
registration (where a userobtains a set of Pseudoryms for protecting his privacy)
and the di erent actions related to a nancial transaction, namely withdrawal
of coins, payment of purchasesand deposit of transaction transcripts.

Registration  Opening an accourt consistsin two distinct phases(see gure 5)
where a user interacts with the bank and a subsetof k trustees:

1. Bank: the user proves his identity by exhibiting a \physical" proof suc
as a passport or any o cial documert. He generatesand sendshis public
identity | = g°, where | represeits an EI Gamal-like public key. The bank
stores| and the user'sreal identity ID and sendsback the related certi cate
Sig = Signature (1).

2. TTPs: the user interacts with k TTPs to get his pseudoryms. The TTPs
sharethe knowledge of:

We denote by E the subsetof the k TTPs cortacted by the user.

The user rst proves his knowledge of the secretinformation s related to
|. Every TTP delivering his share of t%e pseudotyms Jj; = % mod p,
they can compute the pseudoryms J; = ~. Jj;i(E;') = 1% = Y;* mod p, and
produce a shared signature of Jj. The triple (J;;g;t;) correspondsto a
certied pseudorym Ps; and satis es e = H(g' Y®;J;). Evertually, TTPs
store in the registration log le the set(l, fPs;g; ) to be able to revoke
privacy when required.

Observation Any TTP, merely reading the registration log le, could link |
to a speci ¢ transaction sincethe usermust \pseudo-signs" (using Ps;) to spend
coins. However, only a quorum of any k trustees can prove this link, aswe will
seebelow.

Withdra wal In order to withdraw coins (see gure 2) the user rst sendsl and
proves his knowledge of s such that | = g® mod p [23]. Then, the bank blindly
signsa coin in which the userembedsthe public part of oneof his pseudoryms J; .
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Obviously, such a coin is not traceable by the bank but the di erent spendings
related to this coin arelinkable. The value of eac coin is represerted by a counter
which must be cortrolled beforeany payment (to avoid overspending).

Observation Data required to rebuild the coin signature are encrypted by
the bank, using| asan El Gamal public key. This additional protection certi es
that only a userknowing s canrecover J; signature and improvesthe protocol's
robustness.

Payment During paymernt (see gure 3), the payersendsPs; and a coin C, after
veri cation of the assaiated counter, to the payeewho cheds Ps; certi cate
and C validity. The payer generatesthe transaction signature, proving that he
knows s such that J; = g*is = Y;®, with a challengedepending on the amourt,
the pseudorym, the coin and the \name" of the payee.

Observation The payeecan decidewhether he prefersto deposit the coin or
transfer it: if he declaresN ame to be his public identity I, he must deposit the
coin at the bank on his non-anorymous accourt; if he de nes it to be one of his
Pseudoryms, he can transfer transactions, with the help of the bank, into a new
anornymous coin.

Dep osit A usermust deposit a transaction which eld Name = | (see gure 4).
Basically, the user sendsa transaction then the bank cheds data validity,
performs overspending veri cation and credits the corresponding accourt.

Transfer If a payee has assaiated one of his Pseudoryms to seweral transac-
tions, he must transfer them with the help of the bank to obtain a coin corre-
sponding to the total transaction amount:

. the user sendsthe transactions assaiated to his Pseudorym Jj0

. the bank cheds their validity

. the bank cheds that the user knows the assiated secretkey

. the bank generatesa new coin C° linked to the transfered transactions The
link with the transactions is necessaryto enablethe bank to prove a possible
overspending.

A WN PR

Observation This protocol is a straightforward concatenation of the deposit
and withdrawal protocolsin order to minimize computations.

Refreshmen t A refreshmen protocol is possiblein order to enable a userto
exchange coins whosevalidity date is near expiration. The new coin cumulates
the corresponding amounts and is assiated to the previous onesby using the
samerandom value, in order to guarantee correct overspending veri cation. As
above, this protocol is simply the combination of a deposit and a withdrawal.
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Priv acy revocation

{ Payment-based Tracing: Upon overspending detection, the bank issuesthe
list of transactions and sendsthem to the TTPs certer. After verifying the
bank's claim, the TTPs return the identity | assaiated to the J; included
in the transactions together with the proof that log, J; = log, Yj (= Xj).

{ Withdra wal-based Tracing: In this situation, the user requiring protection
against abuse (such as a criminal forcing him to withdraw anonymously
e-coinsand reveal the Ps related to the secretkey s) will give the Ps cor-
responding to the withdrawal sessionand prove that he knows s (in order
to avoid false accusationsby a malewlent user knowing a certain Ps). The
pseudorym is blacklisted to identify related-coinson-the-y and block the
transaction.

4 Security Analysis

In this section, we sketch the di erent security rationale of our scheme.

4.1 Forgery

A money forgery attack consistsin a coalition of payers, payeesand trustees
making extra-money from the original pool of electronic coins certied by the
bank or modifying coin values. Consider two possibilities:

1. transform a bank signature on a coin with value a into a signature on a coin
with value a® wherea®> a: we assumethat the bank's secretkeyshave been
properly generated (i.e. randomly) to avoid any correlation between keys.
Any other manipulation is equivalent to possibility 2;

2. build anewcerti ed coinfrom the public view of the protocols:this is equiva-
lent to generatemore coinsthan what allowed. The usageof a blind signature
basedon the witness indistinguishabilit y guaranteesthe bank against such
a forgery [21].

4.2 Bank robb ery

We consider that the attack can either consist in simply forcing the bank to
deliver blindly certied coins or even stealing the bank's keys by any mean (a
physical attack of the bank system or kidnapping the bank manager). In order
to prevent suc an attack, two kinds of techniques can be applied:

{ the bank storesany withdrawal [19] she properly completes,until their ex-
piration date, and TTPS to periodically blind-certify the list. If a robbery
occurs, the bank replacesits keys,and askseverybody to refreshtheir coins.
The refreshmen is performed with the help of TTPs who cortrol, in the
previous list, whether the coins have been fairly withdrawn. The logical
consequencss that the thief cannot spend his coins, otherwise he will be
discovered.
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{ after any withdrawal, the userasksTTPs to perform a sharedsignature of
his new coin. Next, this certi cate will be required for any transaction. In
caseof bank robbery, TTPs stop certifying coins which contain stolen keys
of the Bank.

4.3 Priv acy

Obviously, privacy protection provided by our schemeis only conditional, since
users'untraceability is revocableand relieson the di cult y of the Di e-Hellman

problem [9]. Nevertheless, this problem has been proven to be equivalert in
almost all instancesto the discretelogarithm problem [16]. One may alsoobsene
that privacy is restricted by the number of Ps since transactions related to a
certain J; are linkable; but the bank cannot link thesetransactionsto | anyway.

Priv ate channel The very nature of | and Ps enablesthe bank to communicate
securelywith auserby El Gamal encryption (with | = g° during withdrawal and
Y; = J during transfer) to prevert other users(| or on) from eavesdropping
and mounting a very basic active attack: ask the question €° instead of the e
from | or Y;. A similar medhanism at registration time protects the user from
the bank trying to discover a link betweenuser'sidentity and his pseudoryms
when the user sendsl to the TTPs: sincel is probabilistically encrypted, the
bank cannot correlate f Psj g to any known | .

Priv acy revocation

Theorem 1. The schemeachievesoversgnding robustness.

Proof. A userhasto sign a transaction in order to spend a coin; given that the
user's signature is existertially unforgeable, it is infeasible for an attacker to
generatea di erent signature for a given transaction.

Theorem 2. The schemeachievesrevaable privacy: only the bank and at least
k TTPs can provethat a transaction wasissuel by a user whoseidentity is I D.

Proof. First, obsene that at withdrawal time, the user sendshis public iden-
tity | but obtains a blind signature on J;, that will be assaiated with further
transactions performed by the user. Therefore, any coin related to J; is spert
anonymously. The bank can neither link any transaction to a specic | (sincea
transaction is linked to J; that the bank blindly signsduring withdrawal) nor
trace a coin. On the contrary, the bank and any TTP caneasilylink atransaction
to user'sidentit y:

{ assumingthat the bank detects overspending of coin C, she presers the
related transaction to any TTP who extracts J; and looks-up the corre-
sponding | in the database.This TTP revealsl to the bank who can identify
the userresponsible of the fraud. However, only k TTPs can prove together
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the link between! and J; with log, Jj = log, Y, sincethis link is protected
by the Di e-Hellman decisional problem?;

{ assumingthat the user'ssecretkey have beenstolen;the userasksthe TTPs
to reveal the setfJ;g;  corresponding to |; TTPs add them to the coin
blacklist.

4.4 Imp ersonation

Theorem 3. The schemeachievesframing freeness:

1. neither the bank nor TTP can falsely prove that a user performed a trans-
action,
2. neither the bank nor TTP can spend a coin withdrawn by a user.

Proof. Again, considerthe two possibleattacks:

1. Assuming that the bank wants to prove that a user overspert coin C; the
bank hasto deliverto TTPs the corresponding set of transactions ; and the
signatures corresponding to (J;;Y;) public key which is equivalent to know-
ing the secretkey s sinceuser'ssignature schemeis existertially unforgeable.
Assumingnow that TTPs want to hide the identit y | of a malewolent userand
reveal | % TTPs must prove that: log,.J; = logy Y; = X; = log, J;. There-
fore, J; = 1Xi = 1%i which is equivalent to 1° = 1, implying that TTPs
must send| %= 1.

2. User's signature implies that spending a coin required to know user's secret
key s due to the existertially unforgeability property; therefore neither the
bank nor TTP can spend users'coins.

4.5 Usage of keys

A careful analysis of the schemeleadsto the following obsenation: secretkeys
s and X are usedfor EI Gamal encryption and Schnorr signature. This feature,
introduced for the sake of e ciency (seenext section), could open the door
to someattacks in caseinformation related to the keys leaks during protocols
exdchange.

Assuming that signing with a key k revealsenoughinformation for breaking
El Gamal: it could be possibleto break the related Di e-Hellman problem with
the samekey k. Sincethis problem has beenprovento be equivalent in almost
all instancesto the discrete logarithm problem [16], it meansthat one could
eventually break Schnorr protocol using these information. Thus, the usage of
k in our setting doesnot give any extra advantage over a direct attack on the
signature scheme (which meansbreaking discrete logarithm).

Zgiveny;, g= lezxi and J; = Y}, for any T, it is computationally impossible to
decide whether T 2 Yjszxj =g*=1 modp
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5 E ciency

The schemepreseried is genericin the sensethat implementations could rely on
di erent cryptographic primitiv es. Nevertheless,choosing DLP-based primitiv es
is well-suited to our construction sincediscrete logarithm provides se\eral prov-
ably secureschemes[23,24,20,21]. Furthermore, Ps security and e ciency rely
on the exponertiation properties (in the senseof Di e-Hellman's key-exdange
protocol [9]). Theseproperties are therefore closelyrelated to our scheme'sover-
all performance.Finally, the schemeis computationally e cien t and o ers pro-
tection (conditional privacy for users, revocable privacy for the bank) to all
participants.

Computations: From the user'sstandpoint, the maximal number of cumbersome
computations, i.e. exponertiations in a nite eld, is four at registration and six
at withdrawal time whereasthe user has to perform only one exponertiation

to spend a coin. Now, we must considerthat the registration at the TTPs will

be performed oncefor all, i.e. oncethe user stored the fPs; g list, he will only
withdraw coins from time to time. The extra cost of three exponertiations for
obtaining a fPs; g set is therefore merely marginal. Furthermore, a user may
decideto store coins received from other usersin order to transfer them to the
bank and obtain a coin which value is equivalent to the total value of collected
coins. This may result in reducing computations for subsequeh payments since
the user may exchange a lot of coins at the cost of about one exponertiation

only.

The averagetime for computing an exponertiation on a station or Pentium-
like PC is around 40 ms, mainly depending on the exponert sizeand techniques
used for reduction; this is roughly equivalernt to performance obtained with a
portable device(e.gasmart card) with a cryptographic accelerator.Sud timings
clearly clamp the total time for a transaction under 1 s, even assuminga low-rate
communication link betweenusersand TTPs.

Communications: An important property of this schemeis to allow the trustees
to beo -line during payment and withdrawal. A structure wherecommunication
betweenusersand trusteesis minimized increasesoverall performance(e.g Main
Trustee Structure preserted in section2). The transfer protocol may alsoreduce
global communication in the systemby enabling usersto avoid seeral payment
interactions (for spending many coins).

Memory Requirements: Considering usual size of parameters, Ps; is 104-byte
long since this is a Sdnorr's public key J; (64 bytes) with its certi cate (40
bytes). A coin requiresonly 64 bytes to be stored with:
Public Information: Ps referencej (1 byte),

date (1 byte) and amourt (2 bytes);
Coin Signature: digest (20 bytes) and blind signature (40 bytes).
Obsene that this is signi cantly lessthan most previously proposedscemes|1,
10,13]evenconsideringthat coinsgrow in sizeafter transfer operations. Actually,



12 David M'Ra<hi and David Pointcheval

a coin corresponding to n coinsis (64+ 8n)-byte long sincethe list of coin-related
randoms is appendedto the new coin. Nevertheless,sincethe user transfered n
coins,he savesn (64 8) bytes of storage.

The other advantage granted by pseudorym usageis that the cost for Ps
storageis divided by the total nhumber of related coins. Sincepayments performed
with a Ps are linkable, this amortization of the memory requiremert is clearly
assiated to the privacy level a user wants to achieve.

Overall Performance: The scheme e ciency thereby comparesfavorably with
recenly proposedschemes[3,11] at a double cost:

{ scalablerestriction of payment anonymity at the exact appreciation of users,
{ presenceof Trusteesat the accourt opening, which is not a seriousdrawbadk
consideringthat registration is performed only once.

6 Conclusion

We exhibited an e cien t electronic cashschemeproviding a high level of perfor-
manceand security. The structure of the public-key architecture combined with
Di e-Hellman's paradigm leadsto an e cien t construction, resistant to various
attacks [13]. The schemeo ers also coin semi-transferability and refreshmert in
order to achieve an user-friendly electronic money system. Finally, the distribu-
tion of trusteesthrough a communication network allows seeral implementation
choices,in order to precisely balance security and e ciency .
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User | Bank

a: amount;d: date,
I,s, Ps; S= (Xa;d;za:g)’ S
P=VYau = g, ™
I;DL(g; 1),
C (BI-Sig(S;JjI)) .
: "5
Coin: C = (j; d;&;"; ;

s ) st = H(9 G2 Yaa s Jii)
Counter: count(C) := a

Fig. 2. Withdra wal

Payer ‘ Payee
I,s, Ps;
C, counter (C)
Psj;C o
' Validity of Ps; and C
?
Amount  Counter (C)? ra_nd 2 4 .
2 r;Ps;;C; DL(Y;;J;) h = H(Name;rand)
e=H ! FPs - C
h; Amount e=H LS ASH
h; Amount
counter(C) :=
counter(C) Amount
transaction:

s.t. e= H(Yj‘Jje;st ; C;H (N ame;rand); Amount )

= (e;t; Psj; C; Name;rand; Amount )

Fig. 3. Payment
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User Bank |
eit; Ps;;C: Validity of l?sje,_ C a_nd_
= Name;rand; ) Y JiiPs; C;
Amount e= H H(Name;rand);
Amount

Amount (C) a?

Credit of the User's accourt

Fig. 4. Deposit (Name = 1)
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Common: p; q large primes such that qgjp 1.
g, 01 and g, elemens of ; of order g.
H, hash function.
, integer, maximum number of pseudoryms.

TTP: Global keys X (secret), Y = g* mod p (ublic)
forj =1;:::; X (secret), Y; = g*i mod p (public)
Bank: Global key B (public)

amount a, date d Xaq;Zaa (Secret)

Yad = 0% g2 mod p (public)

User | Bank

s2 ¢ |
I = g°* mod p (Identit y) !
Veri cation of the Identity

Si . .
9 Sig = Signature; (1)
User | | setof TTPs
Cv (1;Sig),
DL(g:1)
J; = Dist-Comp(X; ;1)
fPs; ] )
59 Ps; = Sh-SigX;J;)
=(Jisgity)
Identit y: |
Secret: s

Pseudorym: Ps;

Fig. 5. Opening accourt




