Public-Key Cryptosystems Based on Comp osite
Degree Residuosit y Classes

[Published in J. Stern, Ed., Advanesin Cryptology { EUROCRYPT '99,
vol. 1592 of Lecture Notes in Computer Sciene, pp. 223{238,
Springer-Verlag, 1999.]

Pascal Paillier1:2

! Gemplus Card International, Cryptography Department
34 rue Guynemer, 92447 Issy-les-Moulineaux, France
pascal.paillier@gemplus.com
2 ENST, Computer ScienceDepartment
46 rue Barrault, 75634 Paris Cedex 13
paillier@inf.enst.fr

Abstract.  This paper investigates a novel computational problem, na-
mely the Composite Residuosity Class Problem, and its applications to
public-k ey cryptography. We propose a new trap door mechanism and
derive from this technique three encryption schemes:a trap door permu-
tation and two homomorphic probabilistic encryption schemescomputa-
tionally comparableto RSA. Our cryptosystems, basedon usual modular
arithmetics, are provably secure under appropriate assumptions in the
standard model.

1 Background

Sincethe discovery of public-key cryptography by Die and Hellman [5], very
few corvincingly secureasymetric schemeshave been discovered despite consi-
derable researt e orts.

We refer the readerto [26] for a thorough survey of existing public-key cryp-
tosystems. Basically, two major speciesof trap door techniquesare in usetoday.
The rst points to RSA [25] and related variants such as Rabin-Williams [24,
30], LUC, Dickson's scheme or elliptic curve versionsof RSA like KMOV [10].
The technique conjugates the polynomial-time extraction of roots of polyno-
mials over a nite eld with the intractabilit y of factoring large numbers. It is
worthwhile pointing out that amongcryptosystemsbelongingto this family, only
Rabin-Williams has beenproven equivalent to the factoring problem so far.

Another famoustechnique, related to Di e-Hellman-t ype schemes(El Gamal
[7], DSA, McCurley [14], etc.) combinesthe homomorphic properties of the mod-
ular exponertiation and the intractabilit y of extracting discrete logarithms over
nite groups. Again, equivalencewith the primitiv e computational problem re-
mains open in general,unlessparticular circumstancesare reached as described
in [12].
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Other proposed mecanisms generally su er from ine ciency , inherernt se-
curity weaknessesr insu cien t public scrutiny: McEliece's cryptosystem [15]
based on error correcting codes, Ajtai-Dw ork's scheme based on lattice prob-
lems (cryptanalyzed by Nguyen and Stern in [18]), additive and multiplica-
tive knapsadk-type systemsincluding Merkle-Hellman [13], Chor-Rivest (broken
by Vaudeng in [29]) and Naccade-Stern [17] ; nally , Matsumoto-Imai and
Goubin-Patarin cryptosystems, basedon multiv ariate polynomials, were succes-
sively cryptanalyzed in [11] and [21].

We believe, however, that the cryptographic researt had unnoticeably wit-
nessedthe progressive emergenceof a third classof trap door techniques: rstly
identi ed astrapdoors in the discrete log, they actually arise from the common
algebraic setting of high degreeresiduosity classes.After Goldwasser-Micali's
scheme [9] basedon quadratic residuosity, Benaloh's homomorphic encryption
function, originally designedfor electronic voting and relying on prime residuos-
ity, pre gured the rst attempt to exploit the plain resourcesof this theory. Later,
Naccade and Stern [16], and independertly Okamoto and Uchiyama [19] signif-
icantly extendedthe encryption rate by investigating two di erent approaces:
residuosity of smooth degreein Z,, and residuosity of prime degreep in szq
respectively. In the meartime, other schemeslike Vanstone-Zucterato [28] on
elliptic curvesor Park-Won [20] exploredthe useof high degreeresiduesin other
settings.

In this paper, we proposea newtrap door mechanism belongingto this family.
By contrast to prime residuosity, our technique is basedon composite residuosity
classed.e. of degreesetto a hard-to-factor number n = pgwherep and g are two
large prime numbers. Easy to understand, we believe that our trap door provides
a new cryptographic building-block for conceiving public-key cryptosystems.

In sections2 and 3, we intro duce our number-theoretic framework and inves-
tigate in this context a new computational problem (the Composite Residuosity
Class Problem), which intractabilit y will be our main assumption. Further, we
derive three homomorphic encryption schemesbasedon this problem, including
a new trap door permutation. Probabilistic schemeswill be proven semartically
secureunder appropriate intractabilit y assumptions. All our polynomial reduc-
tions are simple and stand in the standard model.

Notations. We setn = pg where p and q are large primes: as usual, we will
denoteby (n) Euler's totient function andby (n) Carmichael'sfunction?® taken
onn,iie. (N)=(p 1)(g 1)and (n)=Icm(p 1,9 1)in the presen case.
Recallthat jZ .j= (n?)=n (n) and that foranyw 2 Z .,

w = 1modn
w" = 1modn?;

which are due to Carmichael's theorem. We denote by RSA[n; €] the (conven-
tionally thought intractable) problem of extracting e-th roots modulo n where
n = pqis of unknown factorisation. The relation P; ( P2 (resp. P; P2)

! we will adopt instead of (n) for visual comfort.
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will denote that the problem P; is polynomially reducible (resp. equivalert) to
the problem P,.

2 Deciding Comp osite Residuosit y

We begin by brie y introducing composite degreeresiduesas a natural instance
of higher degreeresidues,and give somebasicrelated facts. The originalit y of our
setting residesin using of a square number as modulus. As said before,n = pq
is the product of two large primes.

De nition 1. A numkber z is said to be a n-th residuemodulo n? if there exists
anumbery 2 Z _, suchthat

z=1y" modn?:

The set of n-th residuesis a multiplicativ e subgroup of Z_, of order (n).
Each n-th residuez has exactly n gpots of degreen, among which exactly one
is strictly smaller than n (namely ™ z mod n). The n-th roots of unity are the
numbers of the form (1 + n)* = 1+ xn mod n?.

The problem of deciding n-th residuosity, i.e. distinguishing n-th residues
from non n-th residueswill be denoted by CR [n]. Obserw that like the prob-
lems of deciding quadratic or higher degreeresiduosity, CR [n] is a random-self-
reducible problem that is, all of its instancesare polynomially equivalent. Each
caseis thus an averagecaseand the problem is either uniformly intractable or
uniformly polynomial. We refer to [1,8] for detailed referenceson random-self-
reducibility and the cryptographic signi cance of this feature.

As for prime residuosity (cf. [3,16]), deciding n-th residuosity is believed to
be computationally hard. Accordingly, we will assumethat:

Conjecture 1. There exists no polynomial time distinguisher for n-th residues
modulo n?, i.e. CR[n] is intractable.

This intractabilit y hypothesiswill be referedto asthe Decisional Composite
Residuosity Assumption (DCRA) throughout this paper. Recall that due to the
random-self-reducibility, the validity of the DCRA only depends on the choice
of n.

3 Computing Comp osite Residuosit y Classes

We now proceedto describe the number-theoretic framework underlying the
cryptosystemsintroduced in sections4, 5 and 6. Let g be someelemen of Z ,
and denote by Ey the integer-valued function de ned by

Zn Z, 7V Z,

n

(x;y) 7! g¢ y" modn?

Depending on g, E; may feature someinteresting properties. More speci cally,



4 Pascal Paillier

Lemma 1. If the order of g is a nonzeo multiple of n then E; is bijective.

We denote by B Z_ . the set of elemens of order n and by B their
disjoint union for =1; ; .

Proof. Since the two groups Z, Z, and Z . have the same number of ele-
merts n (n), we just have to prove that Ey is injective. Supposethat g1y} =
g*2y3 mod n?. It comesg*z *: (y,=y1)" = 1 mod n?, which impliesg *z X2) =
1 mod n?. Thus (X, Xi) is a multiple of g's order, and then a multiple of
n. Sinceged(; n) = 1, X X3 is necessarilya multiple of n. Consequetly,
X2 X1 = 0mod n and (y.=y1)" = 1 mod n?, which leadsto the unique solution
y>=y1 = 1over Z,. This meansthat x> = x1 and y, = y1. Hence,Ey is bijective.

u

De nition 2. Assumethat g 2 B. For w 2 Z_,, we call n-th residuosity class
of w with respect to g the unique integer x 2 Z, for which there existsy 2 Z
such that

BE(xy) = w:

Adopting Benaloh's notations [3], the classof w is denoted [w]. It is worth-
while noticing the following property:

Lemma 2. [w], = O0if and only if w is a n-th residuemodulo n?. Furthermore,
8w, Wo 2 Z» |[W1W2]|g = |[W1]|g + |[W2]|g mod n

that is, the classfunction w 7! [w], is a homomorphismfrom (Z.; ) to (Z,;+)
for any g2 B.

The n-th Residuosity Class Problemof baseg, denoted Class|n; g], is de ned
as the problem of computing the classfunction in baseg: for a givenw 2 Z_,,
compute [w], from w. Before investigating further Class[n; g]'s complexity, we
begin by stating the following useful obsenations:

Lemma 3. Class[n; g] is random-self-educible overw 2 Z ,.

Proof. Indeed, we can easily transform any w 2 Z _, into a random instance
w?2 Z_, with uniform distribution, by posingw®= wg " mod n? where

and are taken uniformly at random over Z, (the event 627, occurs with
negligibly small probability). After |[W°J]g has beencomputed, one has simply to
return [w], = [w, mod n. t

Lemma 4. Class[n;g] is random-self-educible over g 2 B, i.e.
801; o2 2 B Class[n; 1] Class[n; g7] :
Proof. It can easily be shavn that, for any w2 Z , and g1, g, 2 B, we have

[wlg, = [wlg, [9214, mod n; 1)
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which vyields [[gl]lgz = |[gg]]gll mod n and thus |[gz]|gl is invertible modulo n.
Supposethat we are given an oracle for Class[n; g:]. Feedingg, and w into the
oracle respectively gives[g.],, and [w],, , and by straightforward deduction:

wl,, = [wl,, [g1,," mod n :
u

Lemma 4 essetially meansthat the complexity of Class[n; g] is independart
from g. This enablesusto look upon it asa computational problem which purely
relieson n. Formally,

De nition 3. We call Composite Residuosity Class Problemthe computational
problem Class[n] de ned as follows: givenw 2 Z ., and g 2 B, compute [w],,.

We now proceedto nd out which connectionsexist betweenthe Composite
Residuosity Class Problem and standard number-theoretic problems. We state
rst:

Theorem 1. Class[n] ( Fact[n].
Before proving the theorem, obsene that the set
Sy= u<n?ju=1modn
is a multiplicativ e subgroup of integers modulo n? over which the function L

sud that
u 1

n

8u2S, L(u)=
is clearly well-de ned.
Lemma 5. Foranyw2 Z_,, L(w mod n?) = [w],,, mod n.

Proof (of Lemmab). Sincel+ n 2 B, there exists a unique pair (a;b) in the set
Z, Z, suc that w= (1+ n)2b" mod n2. By de nition, a= [w],, . Then

w =(@1+n?2b =@+n)? =1+an modn?
which yields the announcedresult.

Proof (of Theorem 1). Since[g];,, = [1+ n]; ! mod n is invertible, a conse-
quenceof Lemma5is that L(g mod n?) is invertible modulo n. Now, factoring
n obviously leadsto the knowledgeof . Therefore,for any g2 Bandw 2 Z
we can compute

n2:»

L(w modn?) _  [Wl,, _ Wl.,
L(g mod n2) lel,., [ol.,

= [w]y mod n; (2)

by virtue of Equation 1. t



6 Pascal Paillier

Theorem 2. Class[n] ( RSA[n; n].

Proof. Sinceall the instancesof Class[n; g] are computationally equivalent for
g2 B, and sincel+ n 2 B, it suces to shaw that

Class[n; 1+ n] ( RSA[n; n] :

Let us be given an oraclefor RSA[n; n]. We know that w = (1+ n)* y" mod n?
for somex 2 Z, andy 2 Z,. Therefore, we have w = y" mod n and we get y
by giving w mod n to the oracle. From now,

w
v (1+ n)* = 1+ xn mod n? ;

which disclosesx = [w],, , asannounced. t

Theorem 3. Let D-Class[n] be the decisional problem assaiated to Class[n]

i.e.givenw2 Z ,, g2 Bandx 2 Z,, decide whetherx = [w], or not. Then

CRIn] D-Class[n] ( Class[n] :

Proof. The hierarchy D-Class[n] ( Class[n] comesfrom the generalfact that
it is easierto verify a solution than to compute it. Let us prove the left-side
equivalence.() ) Submit wg * mod n? to the oracle solving CR[n]. In caseof
n-th residuosity detection, the equality [wg *], = Oimplies [w]; = x by Lemma
2 and then answer "Y es". Otherwise answer "No" or "Failure" accordingto the
oracle'sresponse.(( ) Choosean arbitrary g2 B (1+ n will do) and submit the
triple (g;w;x = 0) to the oracle solving D-Class[n]. Return the oracle's answer
without change. t

To conclude, the computational hierarchy we have beenlooking for was
CRIn] D-Class[n] ( Class[n] ( RSA[n;n] ( Fact[n]; 3)

with serious doubts concerning a potential equivalence, excepted possibly be-
tween D-Class[n] and Class[n]. Our secondintractabilit y hypothesiswill be to
assumethe hardnessof the Composite Residuosity ClassProblem by making the
following conjecture:

Conjecture 2. There exists no probabilistic polynomial time algorithm solving
the Composite Residuosity Class Problem, i.e. Class[n] is intractable.

By cortrast to the Decisional Composite Residuosity Assumption, this con-
jecture will be referedto asthe Computational Composite Residuosity Assump-
tion (CCRA). Here again, random-self-reducibility implies that the validity of
the CCRA is only conditioned by the choice of n. Obviously, if the DCRA is true
then the CCRA is true aswell. The converse,however, still remainsa challenging
open question.
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4 A New Probabilistic Encryption Scheme

We now proceedto describe a public-key encryption schemebasedon the Com-
posite Residuosity ClassProblem. Our methodology is quite natural: employing
Ey for encryption and the polynomial reduction of Theorem 1 for decryption,
using the factorisation as a trap door.

Setn = pgand randomly selecta baseg 2 B: as shawvn before, this can be
done e cien tly by cheding whether

ged L(g mod n?);n = 1: (4)

Now, consider (n; g) as public parameters whilst the pair (p;q) (or equiva-
lently ) remains private. The cryptosystem is depicted below.

Encryption:
plaintext m < n
selectarandom r < n
ciphertext c= g™ r" mod n2
Decryption:

ciphertext ¢ < n?

L(c mod n?)

L(g mod n?2) mod n

plaintext m =

Scheme 1. Probabilistic Encryption Scheme Based on Composite Residuosity.

The correctnessof the scheme s easily veried from Equation 2, and it is
straightforward that the encryption function is a trap door function with  (that
is, the knowledge of the factors of n) as the trapdoor secret. One-waynessis
basedon the computational problem discussedin the previous section.

Theorem 4. Schemel is one-wayif and only if the Computational Composite
Residuosity Assumption holds.

Proof. Inverting our schemeis by de nition the Composite Residuosily Class
Problem. u

Theorem 5. Schemel is semantially secure if and only if the Decisional Com-
posite Residuosity Assumption holds.

Proof. Assumethat my and m; are two known messagesand c the ciphertext
of either mg or m;. Due to Lemma 2, c is the ciphertext of mg if and only
if cg M° mod n? is a n-th residue. Therefore, a successfullchosen-plairtext at-
tacker could decide composite residuosity, and vice-versa t
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5 A New One-W ay Trapdoor Permutation

One-way trapdoor permutations are very rare cryptographic objects: we refer
the readerto [22] for an exhaustive documertation on these.In this section, we
show how to usethe trapdoor technique introduced in the previous section to
derive a permutation over Z ..

As before, n stands for the product of two large primes and g is chosenasin
Equation 4.

Encryption:
plaintext m < n?
split m into my, m, such that m = my + nmy
ciphertext c= g™*m," mod n?
Decryption:
ciphertext ¢ < n?
L(c mod n?)
Step 1. m; = ——— - mod n
P 7 L(g mod n2)
Step 2. ®=cg ™ mod n
1
Step 3. mo=c® ™9 modn
plaintext m = m1 + nm»

Scheme 2. A Trapdoor Permutation Based on Composite Residuosity.

We rst show the scheme's correctness.Clearly, Step 1 correctly retrieves
m; = m mod n asin Scheme 1. Step 2 is actually an unblinding phasewhich
is necessaryto recover mj mod n. Step 3 is an RSA decryption with a public
exponert e = n. The nal steprecombines’ the original messagen. The fact that
Stheme?2 is a permutation comesfrom the bijectivit y of Ey. Again, trap doorness
is basedon the factorisation of n. Regarding one-wayness,we state:

Theorem 6. Scheme?2 is one-wayif and only if RSA[n; n] is hard.

Proof. a) Since Class[n] (  RSA[n;n] (Theorem 2), extracting n-th roots
modulo n is sucient to compute my from Ej(my; my). Retrieving my then
requires one more additionnal extraction. Thus, inverting Stheme 2 cannot be
harder than extracting n-th roots modulo n. b) Conversely an oracle which
inverts Scheme 2 allows root extraction: rst query the oracle to get the two

% note that every public bijection m $ (mi;m;) ts the scheme's structure, but
euclidean division appearsto be the most natural one.
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numbers a and b sudch that 1+ n = g2b" mod n2. Now if w = y§ mod n, query
the oracle again to obtain x and y suc that w = g*y" mod n?. Sincel+ n 2 B,
we know there exists an xo suc that w = (1 + n)*°y§ mod n2, wherefrom

W = (gabn)xo yg — gaxo mod n gaxo div ”U‘Oyo n mod n2 :

By identi cation with w = g*y" mod n?, we get Xxo = xa ! mod n and nally
yo = yg (&0 dv np xo mod n which is the wanted value. t

Remark 1. Note that by de nition of Ey, the cryptosystem requiresthat m, 2
Z,, just like in the RSA setting. The casem; 62Z, either allows to factor n or
leadsto the ciphertext zero for all possiblevaluesof m;. A consequencedf this
fact is that our trapdoor permutation cannot be employed ad hoc to encrypt
short messages.e. messagesmaller than n.

Digital ~ Signatures. Finally, denoting by h : IN 7! f0;1g" Z.. a hash
function seeas a random oracle [2], we obtain a digital signature scheme as
follows. For a given messagem, the signer computesthe signature (s1; s;) where

8

> . _ L(h(m) mod n?)
S1 (g mod n?) mod n
s2= h(m)g = ™™ modn

and the veri er cheds that
h(m) £ g>s? mod n?:

Corollary 1 (of Theorem 6). In the random oracle model, an existential
forgery of our signature schemeunder an adaptive chosenmessageattack has a
negligible suaessprokability provided that RSA[n; n] is intr actable.

Although we feel that the above trap door permutation remains of moderate
interest due to its equivalencewith RSA, the rarity of such objects is such that
we nd it usefulto mertion its existence.Moreover, the homomorphic properties
of this scheme,discussedn section8, could be of a certain utilit y regarding some
(still unresolved) cryptographic problems.

6 Reaching Almost-Quadratic  Decryption Complexit y

Most popular public-key cryptosystems presen a cubic decryption complexity,

and this is the casefor Scheme 1 as well. The fact that no faster (and still

appropriately secure)designshave beenproposedso far strongly motivates the
seard for novel trap door functions allowing increaseddecryption performances.
This sectionintro ducesa slightly modi ed versionof our main scheme(Schemel)

which featuresan O jnj?*  decryption complexity.
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Here, the idea consistsin restricting the ciphertext spaceZ . to the sub-
group < g> of smaller order by taking advantage of the following extension of
Equation 2. Assumethat g2 B for somel . Then for any w 2 < g>,

L(w mod n?)

m mod n : (5)

wl, =

This motivates the cryptosystem depicted below.

Encryption:
plaintext m < n
randomly selectr < n
ciphertext c= g"*™ mod n?
Decryption:

ciphertext ¢ < n?
L(c mod n?)

L(g mod n2) mod n

plaintext m =

Scheme 3. Variant with fast decryption.

Note that this time, the encryption function's trap doornessrelies on the
knowledgeof (instead of ) assecretkey. The most computationally expensive
operation involved in decryption is the modular exponertiation ¢! ¢ mod n?
which runs in complexity O jnj%j j (to becomparedto O jnj® in Schemel). If
gis chosenin such away that j j= (jnj ) for some > 0, then decryption will
only takeO jnj?* bit operations. To the bestof our knowledge,Scheme3 is the
only public-key cryptosystem based on modular arithmetics whose decryption
function featuressuc a property.

Clearly, inverting the encryption function does not rely on the composite
residuosity classproblem, sincethis time the ciphertext is known to be an ele-
ment of < g>, but on a weaker instance. More formally,

Theorem 7. We call Partial Discrete Logarithm Problem the computational
problem PDL [n; g] de ned as follows: given w 2 < g >, compute |[w]|g. Then
Scheme3 is one-wayif and only if PDL [n; g] is hard.

Theorem 8. We call Decisional Partial Discrete Logarithm Problem the deci-
sional problem D-PDL [n; g] de ned as follows: givenw 2< g> and x 2 Z,,
decide whether [w]; = x. Then Scheme3 is semantically secure if and only if
D-PDL [n; g] is hard.

The proofs are similar to those given in section 4. By opposition to the
original classproblems, theseonesare not random-self-reducibleover g 2 B but
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over cyclic subgroupsof B, and presen other interesting characteristics that we
do not discusshere due to the lack of space.Obviously,

PDL [n;g] ( Class[n] and D-PDL [n;g] ( CRI[n]

but equivalencecan be reachedwhen g is of maximal ordern and n the product
of two safeprimes. When g2 B for some < suchthatj j= (jnj) for
> 0, we conjecture that both PDL [n; g] and D-PDL [n; g] are intractable.

In order to thwart Baby-Step Giant-Step attacks, we recommend the use
of 160-bit prime numbers for s in practical use. This can be managedby an
appropriate key generation. In this setting, the computational load of Scheme3
is smaller than a RSA decryption with Chinese Remaindering for jnj  1280.
Next section providestight evaluations and performance comparisonsfor all the
encryption schemespresered in this paper.

7 Eciency and Implemen tation Asp ects

In this section, we briey analysethe main practical aspects of computations
required by our cryptosystems and provide various implemertation strategies
for increasedperformance.

Key Generation. The prime factors p and g must be generatedaccordingto the
usual recommandationsin order to make n ashard to factor aspossible.The fast
variant (Scheme3) requiresadditionally = Ilecm(p 1;q 1)to beamultiple of
a 160-bit prime integer, which can be managedby usual DSA-prime generation
or other similar techniques. The baseg can be chosenrandomly among elemers
of order divisible by n, but note that the fast variant will require a specic
treatment (typically raise an elemen of maximal order to the power = ). The
whole generation may be made easierby carrying out computations separately
mod p? and mod ¢? and Chinese-remainderingg mod p? and g mod ¢? at the
very end.

Encryption. Encryption requiresa modular exponertiation of baseg. The com-
putation may be signi cantly acceleratedby a judicious choice of g. As an illus-
trativ e example, taking g = 2 or small numbers allows an immediate speed-up
factor of 1=3, provided the chosenvalueful lls the requiremert g 2 B imposedby
the setting. Optionally, g could even be xed to a constart value if the key gen-
eration processincludesa speci ¢ adjustment. At the sametime, pre-processing
techniquesfor exponertiating a constant basecan dramatically reducethe com-
putational cost. The secondcomputation r"™ or g™ mod n? canalsobe computed
in advance.

Decryption.  Computing L(u) for u 2 S, may be achieved at a very low cost
(only one multiplication modulo 21") by precomputingn * mod 2I". The con-
stant parameter

L(g modn?) Ymodn or L(g modn?) *modn

can also be precomputed oncefor all.
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Decryption using Chinese-remaindering.  The Chinese Remainder Theo-
rem [6] can be usedto e cien tly reducethe decryption workload of the three
cryptosystems. To seethis, one hasto employ the functions L, and L4 de ned
over

Sp= x<p’jx=1modp and Sq= x<¢jx=1modq

by
x 1

Lp(X)=X—p1 and Lq(x) =

Decryption can therefore be made faster by separately computing the message
mod p and mod g and reconbining modular residuesafterwards:
mp = Lp(c® ! mod p?) h, mod p
Lq(c® * mod ¢?) hq mod g
CRT(mp; mq) mod pq

Mg

m
with precomputations

hp = Lp(g” * mod p?) * mod p and

hg = Lq(g? * mod ¢?) * mod q:
wherep 1andg 1 haveto bereplacedby in the fast variant.

Performance evaluations. For eat jnj = 512, ;2048,the modular multi-
plication of bitsize jnj is taken as the unitary operation, we assumethat the
executiontime of a modular multiplication is quadratic in the operand sizeand
that modular squaresare computed by the sameroutine. Chineseremaindering,
aswell asrandom number generation for probabilistic schemes,is consideredto
be negligible. The RSA public exponert is taken equalto F4, = 2'° + 1. The pa-
rameter g is setto 2 in our main scheme,aswell asin the trap door permutation.
Other parameters, secretexponerts or messagesre assumedto contain about
the samenumber of onesand zeroesin their binary represenation.

Schemes Main Scheme P erm utation Fast Varian t RSA ElGamal
One-w ayness Class [n] RSA [n; n] PDL [n; 9] RSA [n; F4] DH [p]
Semantic Sec. CR [n] none D-PDL [n; d] none D-DH [p]
Plain text size inj 2 jnj jnj jnj ipi
Ciphertext size 2 jnj 2 jnj 2jnj jnj 2jpj
Encryption
jnj, jpj = 512 5120 5120 4032 17 1536
jnj, jpj = 768 7680 7680 5568 17 2304
inj, jpj = 1024 10240 10240 7104 17 3072
inj, ipi = 1536 15360 1536 10176 17 4608
inj, ipj = 2048 20480 20480 13248 17 6144
Decryption
jnj, jpj = 512 768 1088 480 192 768
jnj, jpj = 768 1152 1632 480 288 1152
jnj, jpj = 1024 1536 2176 480 384 1536
inj, ipi = 1536 2304 3264 480 576 2304
inj, ipj = 2048 3072 4352 480 768 3072
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These estimates are purely indicativ e, and do not result from an actual im-
plemenrtation. We did not include the potential pre-processingstages.Chinese
remaindering is taken into accourt in cryptosystemsthat allow it i.e. all of them
exceptedElGamal.

8 Prop erties

Before concluding, we would like to stressagain the algebraic characteristics of
our cryptosystems, especially those of Schemesl and 3.

Random-Self-Reducibilit y. This property actually concernsthe underlying
number-theoretic problemsCR [n] and Class[n] and, to someextent, their weaker
versionsD-PDL [n; g] and PDL [n; g]. Essertially , random-self-reducibleproblems
are ashard on averageasthey are in the worst case:both RSA and the Discrete
Log problems have this feature. Problems of that type are believed to yield good
candidatesfor one-way functions [1].

Additiv e Homomorphic Prop erties. As already seen,the two encryption
functions m 7! g™r" mod n? andm 7! g™*™ mod n? are additively homomor-
phic on Z,,. Practically, this leadsto the following identities:

8mi;my2 7, and k2 IN

d(e(my) e(mz) mod n?) = m; + m, mod n
d(e(m)* mod n?) = km mod n
d(e(m1) g™2 mod n?) = my + m, mod n

d(e(my)™2 mod n2))
d(e(mz)™* mod n?)

mimy, mod n :

Theseproperties are known to be particularly appreciatedin the designof voting

protocols, threshold cryptosystems, watermarking and secret sharing schemes,
to quote a few. Serwer-aidedpolynomial evaluation (see[27]) is another potential

eld of application.

Self-Blinding.  Any ciphertext can be publicly changedinto another one with-
out a ecting the plaintext:

8m27Z, and r 2 IN

die(m)r" modn?)=m  or  d(e(m)g"™ modn?)=m;

depending on which cryptosystem is considered.Sucd a property has potential
applications in a wide range of cryptographic settings.
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9 Further Research

In this paper, we introduced a new number-theoretic problem and a related
trap door mechanism basedon the use of composite degreeresidues.We derived
three new cryptosystemsbasedon our technique, all of which are provably secure
under adequateintractabilit y assumptions.

Although we do not provide any proof of security against chosenciphertext
attacks, we believe that one could bring slight modi cations to Schemesl and
3 to render them resistart against such attacks, at least in the random oracle
model.

Another researt topic residesin exploiting the homomorphic properties of
our systemsto designdistributed cryptographic protocols (multi-signature, se-
cret sharing, threshold cryptography, and so forth) or other cryptographically
useful objects.
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